MEJATI'OT'AM O MTH®OPMAIIMOHHOM BE30ITACHOCTH

Korna peus 3axoaut 00 MHPOpPMAIMOHHON 0€30MacHOCTH, OOBIYHO MBI HAYMHAEM
IyMaTb O KOMIIbIOTEpax, ceTsx, HTepHere n xakepax. Ho ans oOpa3oBaTenbHOM cpeabl
npoOiieMa CTOMT LIMpE: B OrPaXACHUU ydamlierocss oT MHGOpMaluu, KOTOpas MOMKET
HEraTUBHO TIOBIUATH Ha €ro (QOpMHUpPOBAHHUE M pa3BUTHE, TO €CTh O NpOMaraHje
Pa3JIMYHON HAIPABIECHHOCTH.

IonsiTue MHPOPMALMOHHOI 0€30MMACHOCTH

[Ton  uHpopManuoHHON  0€30IAaCHOCTHIO  IMOHMMAETCA  3alUIICHHOCTb
MH()OPMAIMOHHOW CHCTEMBI OT CIy4allHOIO WJIM NpPEIHAMEPEHHOIO BMENIATeNIbCTBA,
HAHOCSIIEro yuepo BiaeablaM WIH MMOJIb30BaTENsIM HH(DOPMALUY.

Ha nmnpaktuke BaXHEHIIMMH  SBISIIOTCA TpU  acnekra HHGOPMALMOHHON
0€30MMaCHOCTH:

e Oocmynnocmb (BO3MOXHOCTb 32 pa3yMHOE BpeMs IMOJIYyYUTh  TpedyeMyro
MH(POPMALIMOHHYIO YCIIYTY);

o yenocmnocmsv (AKTyaJIbHOCTb U HENPOTUBOPEUMBOCTH HH(POpMAIUH, €€
3aIIUIIEHHOCTh OT Pa3pyILIEeHUs U HECAHKIIMOHUPOBAHHOTO U3BMEHEHMUS );

e KOHGuUOenyuanrbHocms (3a1IUTa OT HECAHKITMOHUPOBAHHOTO MMPOYTEHUS ).

Hapyimienus QOCTYNMHOCTH, LEIOCTHOCTH W KOH(HMIEHUHATBbHOCTH HH(POPMALUH
MOTYT OBITh BBI3BAHBI PA3IUYHBIMU OMACHBIMU BO3JIEHCTBUSIMU Ha WH(OpPMAIMOHHbBIE
KOMITBIOTEPHBIE CUCTEMBI.

OcHoBHBIE YTpo3bl HHPOPMALMOHHOK 0€30MaCHOCTH

CoBpeMeHHas nH(OpPMAaIIMOHHASI CUCTEMA TIPEJICTABIIAET COO0M CIOKHYIO CUCTEMY,
COCTOAILYI0 M3 OOJIBIIOTO 4YHUCIa KOMIIOHEHTOB pPa3IMYHOW CTENeHM aBTOHOMHOCTH,
KOTOPBIE CBSI3aHBl MEXIYy COO00M M OOMEHUBAIOTCA JaHHBIMU. [IpakTUUecKH KaxKIblid
KOMITOHEHT MOXET IOJABEPTrHYThCS BHEUIHEMY BO3ICHUCTBUIO WIIM BBIUTH W3 CTPOS.
KoMroHeHThl aBTOMAaTH3UpPOBAHHONW HWH(POPMAIIMOHHON CHCTEMBI MOXHO pPa30UTh Ha
CJIEAYIOLIUE TPYIIIIbL:

Annapammnsie cpedcmea. IT0 KOMIBIOTEPBl U UX COCTABHBIE YacTH (IIPOIIECCOPBI,
MOHUTOPBI, TEPMHUHAJIBI, IEpUPEpPUNHBIE YCTPOUCTBA — PUHTEPHI, KOHTPOJIIEPHI, KaOeu,
JIMHUY CBSA3U U T.11.);

Ilpozpammnoe obecneuyenue. ITO TPUOOPETEHHBIE MPOTPAMMBI, HCXOJHBIE,
O0OBEKTHBIE, 3arpy304YHbIE MOJYJIA; ONEPAIMOHHBIE CUCTEMbl U CHUCTEMHBIE MPOTrPaMMBbl
(KOMIUJIATOPBI, KOMIIOHOBIIUKY U JIP.), YTHIIUTHI, JUATHOCTUYECKHUE IPOrPaMMBbI U T.J.



/Jlannble, XpaHUMbICE BPEMEHHO W TOCTOSHHO, Ha JUCKax, (UdIIKax, MeYaTHBIE,
apXUBbI, CHCTEMHBIC )KYPHAJIBI U T.1I.

Ilepconan. 11onw30Batenn, CUCTEMHBIE AIMUHUCTPATOPHI, MPOrPAMMUCTHI U JIp.

OmnacHple BO3JCHCTBUS Ha KOMIBIOTEPHYIO HHGOPMAIMOHHYIO CHCTEMY MOXHO
MOApPA3JEIUTh Ha CllydallHble W MpeJHAMEpPEHHbIC. AHAIU3 OIbITa MPOCKTUPOBAHMUS,
M3TOTOBJICHHSI M DKCILTyaTariui WHOOPMAITMOHHBIX CUCTEM IMOKA3bIBACT, YTO HH(POpMAITHS
MOJBEPraeTCs pa3JIMYHbIM CIyYailHbIM BO3JECHCTBUSIM Ha BCEX JTalax IUKIa >XU3HU
CHCTEMEI.

[IprunHaMu cIIy9ailHBIX BO3JACHCTBUIM MTPH KCILTyaTallUd MOTYT OBITh:

e aBapHITHBIC CUTYAIIMH M3-3a CTUXUHUHBIX OCJICTBUMN M OTKIFOUCHUN
AJIEKTPOIUTAHUS;

e OTKa3bl U COOU anmnaparypsl;

o OWIMOKH B MPOTPaMMHOM OOECIICUECHUU;

o OWHUOKH B paboTe MepcoHana;

e TMOMEXHU B JINHUAX CBSI3U M3-3a BO3JACHCTBUI BHELIHEW CPE/IBI.

[IpenHaMepeHHBIE BO3JICUCTBUSL — ATO IICJICHANIPABICHHbBIC JACHCTBUS HAPYUIUTEIIS.
B kauecTBe HapymuTelsi MOTYT BBICTYNATh CHyXKallluid, IOCETUTEIb, KOHKYPEHT,
HaeMHHUK. JIeHCTBUS HAPYIIMTENSI MOTYT OBITh OOYCIIOBJICHBI Pa3HBIMU MOTHBAMHM:

e  HEJIOBOJBCTBOM CITy>KAIllETO CBOEH Kapbepoil;

e  B3STKOM;

e  JIOOOIBITCTBOM;

¢ KOHKYPEHTHOW 00pbOOIi;

e CTPEMJICHHEM CaMOYTBEPAUTHLCS JTI000M IIEHOM.

MO3KHO COCTaBUTh TMITOTETHYECKYIO MOJIEIb MOTEHIIMAIBHOTO HAPYIITUTEJIS:

o KBaJM(UKAIMA HAPYIIUTEIS Ha YPOBHE pa3paOd0TUHKa JaHHON CHCTEMBI;

e  HapyIIUTEIEM MOXKET OBITh KaK IOCTOPOHHEE JIUII0, TaK U 3aKOHHBIN
II0JIL30BaTEIb CUCTEMBI;

e  HApYIIUTEIO U3BECTHA MHQPOPMAIIUS O MPUHIIUIIAX PA0OTHI CUCTEMBI;

e HapyLIUTENb BhIOMpaEeT Hanbosee cadoe 3BEHO B 3allIUTE.

Hamnbonee pacnpocTpaHEeHHBIM M MHOTOOOPAa3HBIM  BHIOM  KOMIIBIOTEPHBIX
HAPYLICHUH SIBIIAETCS HECAHKIMOHUPOBAHHBIM NOCTYIl. HEeCaHKIIMOHMPOBAHHBIN JOCTYII
UCIIONIB3yeT JIIOOYI0 OMMOKY B CHCTEME 3allUThl U BO3MOXKEH IMPHU HEPaAIMOHAIBHOM
BBIOOPE CPEJICTB 3aIUTHI, NX HEKOPPEKTHOM YCTAaHOBKE M HACTPOMKE.

[IpoBenem kiaccuduKayio KaHAJIO0B HECAHKIIMOHUPOBAHHOIO JOCTYIa, IO
KOTOPBIM MOKHO OCYIIIECTBUTh XUILEHUE, U3MECHEHUE I YHHUUTOKEHHE HH(POPMAIIUU:

Yepes uenoseka:

e XWINEHHUE HOCUTENEH nH(pOpMaINH;

e 4TEeHHE MH(POPMAIIUU C IKPaHA W KIIABUATYPHI;

e 4TEeHHE WH(POPMAIIUU U3 PACTICUATKH.



Yepes npozpammy:

e TIEpexBaT MapoJie;

o nemmudpoBka 3amudpoBaHHON HHDOPMAITUY;

e KONHUpOBaHWE UH(POPMAILIUU C HOCUTEIS.

Yepes annapamypy:

e TOAKJIIOYEHHE  CHEUAIbHO  pa3pabOTaHHBIX  alllapaTHbIX  CPEJCTB,
00ecIeunBaroIMX JOCTY K MH(pOpMaluu;

e IEpeXBaT MOOOYHBIX 3JEKTPOMArHUTHBIX W3JIYYEHUH OT amnmaparypsl, JIMHHMA
CBSI3U, CETEH JECKTPONUTAHUS U T.1I.

Oco0o0 crexyer OCTaHOBUTBCS Ha Yrpo3ax, KOTOPbIM MOTYT IOJBEPraTbCs
KOMIbIOTEpHBbIE ceTH. OCHOBHAsE OCOOEHHOCTh JHOOON KOMIIBIOTEPHOW CETH COCTOUT B
TOM, YTO €€ KOMIIOHEHTBI pachlpeieieHbl B mpocTpaHcTBe. CBS3b MEXKAY y3JaMU CETU
OCYUIECTBIISIETCS (PU3NYECKH C IMOMOILIBIO CETEBBIX JHMHHM W MPOTPAMMHO C IOMOIIbIO
MexaHu3ma coobuienuil. [Ipu sTom ynpasisroniye cooOUEeHus: U JaHHbIE, IEPeChUIaeMble
MEXIy y3JaMu CETH, MNEpPelaroTcs B BUAE IMAKETOB oOMeHa. KOMIbIOTEpHbBIE CETH
XapaKTEPHBI TEM, YTO ITPOTUB HUX MPEANPUHUMAIOT TaK HA3bIBAEMBIEC YIAJICHHBIC aTaKHU.
Hapymurens MOKeT HaXOIUTBHCSA 3a THICAYM KHWJIOMETPOB OT aTaKyeMoro oOBbEeKTa, NMpHU
STOM HAIlaJICHUI0 MOJXKET IOJBEPrarbCsi HE TOJbKO KOHKPETHBIM KOMIBIOTEP, HO U
uH(pOopManus, Nepearoasics Mo CETEBbIM KaHAJIaM CBSI3H.

B HutepHeTe, Kak U B pealbHOM >KU3HH, YYAIIMXCS MOJICTEPETAIOT OMACHOCTH:
JOCTYITHOCTh HEKEJIATEIIbHOIO KOHTEHTA B COLIMAIbHBIX CETAX, 0OOMaH U BBIMOTaTEIbCTBO
nener, muatHiele CMC Ha KOpPOTKME HOMEpa, MpoNaraHaa HacHUiIus W JKCTPEMHU3MA,
UT'POMaHUs U UHTEPHET-3aBUCUMOCTb, CKJIIOHEHUE K CYMIIUIY U T. II.

3aaya MearoroB B CBSI3U ¢ UMEIOLIUMUCS PUCKAMH COCTOUT B TOM, YTOOBI YKa3aTh
Ha 3TU PUCKHU, TIPEJOCTEpPEUb OT HEOOAYMaHHBIX MOCTYNKOB, C(HOPMHUPOBATH Y YUALIUXCS
HABBIKU KPUTHYECKOTO OTHOILIECHUA K mojaydyaeMol B HTepHeTe nHdopmalum, BOCIUTaTh
KyJbTYpYy 0€30MacHOro ucnosib3oBanus MHTepHeT.

HeobxoaumMo mpoBOAWTH 3aHATHS AJIA Y4YalIMXcs MO OCHOBaM HMH(OPMALMOHHOM
0e30macHOCTH  («OCHOBBI ~ MeAMa-0€30MacHOCTH»);  3HAKOMHUTb  POAMTENECH  C
COBPEMEHHBIMH  NPOTPAMMHO-TEXHUYECKUMHU  CpEICTBaMU  (CeTeBbIMU  (DUIIBTpaMH,
[porpaMMaMiy  «POJUTENBbCKANA KOHTPOJIb»), OrPaHUYMBAIOIIMMU JOCTYIl JETed U
MIOJAPOCTKOB K pecypcaMm ceth VHTepHET, HECOBMECTHMMBIMHU C 3a/ladaMU BOCIUTAHUS;
IPOBOJUTH CIIELUATIBLHBIE MEPONIPUATHSL IO BOMpOcaM HH(OpPMAIMOHHONW O€30MacHOCTH
HECOBEPIICHHOJICTHUX.

Taxxe cienyer oOpaTUTh BHUMAHUE HAa TMTMEHUYECKHE TpPEOOBAaHUSA, KOTOpPbIE
HE00X0AMMO COOJII0IAaTh MPU PAbOTE C KOMITBIOTEPOM.



Obecnevyenne uHGOPMANMOHHO 0€30MIACHOCTH

dopMmupoBaHue pexxuMa  MH(pOpMAMOHHOW  Oe30macHOCTM —  IpoOJjema
KOMIUIEKCHasI.

Mepsl 10 ee pelIeHr0 MOKHO MOAPA3ICIUTh Ha MSTh YPOBHEH:

1. 3axonooamenwvuwiit. 10 3aKOHBI, HODMATUBHBIE AKThI, CTAHAAPTHI U T.I1.

HopwmatuBHO-1paBoBas 6a3a onpeaesstonias NopsaI0K 3l Thl HHpOpMaIIin:

2. Mopanbno-smuueckuit. BceBO3MOXHBIE HOPMBI TOBEACHUS, HECOOIIOICHUE
KOTOPBIX BEJIET K MaJIEHUIO MPECTHUk,a KOHKPETHOTO YeJIOBEKA UK 1IEJI0M OpraHu3aIkH.

3. Aomunucmpamuenoiii. JIeicTBUA OOIIEro Xapakrepa, IpeanpuHUMAaeMbIe
PYKOBOJICTBOM OpraHu3ainuu. TakuMu JOKYMEHTaMH MOTYT ObITh:

e TMpUKA3 PYKOBOJWUTEIS O HAa3HAYEHUM OTBETCTBEHHOTO 3a oOOecleueHue
HH(pOpMAITMOHHOM 0€30MaCHOCTH;

e JIOJDKHOCTHBIC 00s13aHHOCTH OTBETCTBEHHOT'O 3a obecrieueHune
nH(pOpMaIMOHHOM 0€30MacHOCTH;

e TIEPEUCHb 3AlUIIAEMbIX HH()OPMAIMOHHBIX PECYPCOB U 0a3 TaHHBIX;

e UHCTPYKIIMIO, ONPEIECISIONIYI0 TMOPSJAOK MPEJOCTaBICHUs MHGOpMAIUH
CTOPOHHUM OpraHM3alMsM IO HX 3ampocaM, a TakKe Mo TMpaBaM JOCTyna K HeH
COTPYJIHUKOB OpTraHU3aIIUH.

4. @u3uueckuii. MexaHUYECKUE, DJIEKTPO- M BJIEKTPOHHO-MEXAaHUYECKUE
MIPEMNSATCTBUS Ha BO3MOKHBIX ITyTSX MPOHUKHOBEHUSI IOTEHITNATBHBIX HAPYITUTEICH.

5. Annapamno-npocpammuuiii  (3JIEKTPOHHBIE YCTPOMCTBA W  CIIELUAJTIbHBIE
IPOrpPaMMBbI 3aIUTHI HTHGOPMAIIHH).

[IpunsiTeie Mepbl MO co3JaHUI0 Oe3omacHOW WHGOPMAIIMOHHONW CHCTEMBI B
o0pasoBaTebHON OpraHU3aIINH

o OoO0ecreuena 3ammMra KOMIBIOTEPOB OT BHEUIHUX HECAHKIIMOHHUPOBAHHBIX
BO3JIEHCTBUI (KOMITBIOTEPHBIE BUPYCHI, JIOTHUYECKUE OOMOBI, aTaKl XaKepoB U T. [1.)

e YCTaHOBJIEH CTPOTMHA KOHTPOJb 3a DJIGKTPOHHOM TMOYTOM, obOecredeH
ITOCTOSTHHBIM KOHTPOJIb 38 BXOASAIIEN U UCXOASIIEN KOPPECIIOHICHIIUEN.

e  YCTaHOBJIEHBI COOTBETCTBYIOIIMUE NApOIU HA iepcoHaibHbIE 11K,

o Hcnonp3oBaHbl KOHTEHT-(PWIBTPHI, 17  (UIBTpAIMd CAaWTOB MO UX
COJIEPIKUMOMY.

EnvHasi COBOKYMHOCTH BCEX JTHX MeEp, HAMpPaBJICHHBIX HA MPOTUBOJICHCTBHE
yrpo3am 0€30MacCHOCTH C 1IeJIbI0 CBEICHUSI K MUHUMYMY BO3MOXHOCTH yiiep0a, 00pa3yroT
CUCTEMY 3alllUTHI.

Hanexnast cucrema 3allldThl JOJDKHA OBITh MOJHOCTBIO MPOTECTHUPOBAHA M
corjacoBaHa. 3amiuTa CTaHOBUTCA Ooisiee 3P(HEKTUBHON M THOKOM, €CIM OHA JOIyCKaeT
M3MEHEHHE CBOMX MapaMeTPOB CO CTOPOHBI AIMUHUCTPATOPA.



PexoMenganum no opranuzanuu padéorsl B MTHPOPMALMOHHOM NMPOCTPAHCTBE

1. Tlepen nauamom pabOThl HEOOXOAMMO YETKO CHOPMYIHUPOBATH LIE€Ib U BOIPOC
MOMCKa WH()OPMAITHH.

2. JKenatenbHO BbIpabOTaTh ONTHUMAIBHBIN aTOPUTM MOMCKAa MH(POPMAIIMK B CETH
HuTepHeT, 4TO 3HAUUTEIBHO COKPATUT BPEMS U CHJIbI, 3aTPAYCHHBIC HA MOKCK.

3. 3apaHee yYCTaHOBUTH BpeMEHHBIM JuMuUT (2-3 daca) paboTel B
UH(GOPMAIITMOHHOM MPOCTPAHCTBE (IIPOCMOTP TeNenepenayuu, urenue, UuTepHer).

4. Bo BpeMms paboTbl HEOOXOAUMO JeNaTh nepepbiB Ha 5-10 MUHYT ISl CHSTHS
(bu3HUeCcKOro HAMPSHKEHUS U 3pUTEITLHON HArpy3KH.

5. Heobxoaumo 3HaTh 3-4 ymnpa)KHEHUS JIs CHATHUS 3PUTEIBLHOTO HAINPSHKEHUS U
(pU3HUECKOI yCTaNIOCTH.

6. PaGotatp B XOpOIIO TPOBETPEHHOM TIOMEHICHWH, TPU ONTHUMAIHLHOM
OCBEILEHUH U B yJI00HOM T03€.

7. He crouT nerkombICIeHHO OOpamaThCs CO ClaM-MHUChbMaMU U 3aXOJIUTh Ha
Hebe30IacHble BEO-CalThI.

8. Ilpu peructpanuu B COLMAJBHBIX CETAX, HE YKa3bIBaliT€ CBOM MEPCOHAIBHBIC
JTaHHBIE, HAIIPUMED: aIPEC UM JIEHb POKICHUS.

9. He ucnonp3yiiTe B TOTHHE WX MapOJie IEPCOHATLHBIC TAaHHBIE.

10. Bce »TO mMO3BONSIET WMHTEPHET-TIPECTYMHHUKAM TMOJYYUTh JAaHHBIE JOCTyma K
aKKayHTaM SJIEKTPOHHOMW MOYTHI, a Takke HHPuUIupoBaTh qoMamraue [1K ams BrkmodeHus
uX B OOT-CETh WJIU ISl OXUIICHHUS] OAHKOBCKUX JAHHBIX POIUTEIICH.

11. Co3naiiTe COOCTBEHHBIM MpPOQWIHL Ha KOMIBIOTEpE, YTOOBI 00E30MacuTh
uHGOPMAITUIO, XPAHSIIYIOCS HA HEM.

12. He 3a0biBaiiTe, 4TO (PaKThl, 0 KOTOPHIX BBl y3HaeTe B IHTEepHETE, HY’)KHO OUYEHB
XOpOILIO MPOBEPUTh, €CIU BBIOYJETE HCIOJb30BaTh HMX B CBOEW JOMAaIIHEW paboTe.
IlenecooOpa3Ho CpaBHUTH TPH UCTOYHHKA HH(POpPMAIMH, TPEXKAEC YeM PEIIUTh, KaAKUM
MUCTOYHHKAM MOYKHO JTOBEPSATh.

13. O moctoBepHOoCTH WHGpOpPMAIUH, MOMEIIEHHOW Ha CalTe, MOYXHO CYIUTh TIO
caMoMYy CaiiTy, y3HaB 00 aBTOpax caira.

14. Pa3zmemas uHbopManuio 0 cede, CBOMX OJNM3KMX M 3HAKOMBIX Ha CTpaHHIIAX
COlLICETEH, CIIPOCUTE TIPEIBAPUTEIBHO pa3pellieHue y TeX, 0 KOM OyAeT 3Ta HHpopMalus.

15. He cnenyer pa3Memath Ha CTpaHMIlaX BeO-cailToB cBou ¢oTorpaduu u
dboTorpaduu cBoux OJU3KUX U 3HAKOMBIX, 32 KOTOPBIE BaM ITOTOM MOKET OBITh CTBIJTHO.

16. CoOmronaiite mpaBuUjia OSTUKKM mNpu oOmeHun B HHTEepHEeTe: rpydOCThH
POBOLIMPYET IPYTUX HA TAKOE e MOBEACHHUE.

17. Uctions3yss B cBoedl paboTe Marepual, B3ATbIM U3 WHOOPMAIIMOHHOTO
UCTOYHMKA (KHUTA, IEpUOANYECKas medyarb, IHTEepHeT), clieAyeT yKa3aTh 3TOT UCTOYHHUK
nH(}OpMAIUU WK clIeJaTh Ha HETO CChUIKY, €CJIM MaTepuai ObUT BAMH mepepadoTaH.



